
 
 

 

 
4 November 2022 

 
 

Excellency,  
 
 
 I have the honour of addressing you in my capacity as Chair of the  
Open-Ended Working Group on security of and in the use of information and 
communications technologies 2021-2025 (OEWG), established pursuant to  
General Assembly resolution 75/240 adopted on 31 December 2020.  
 
 
 Further to my letter dated 17 October 2022, I am pleased to circulate a 
preliminary schedule (attached) for the informal inter-sessional meetings from 5 to 
9 December 2022. These inter-sessional meetings will touch on the topics of 
confidence-building and the global, inter-governmental Points of Contact directory 
(POC directory), as mandated in the OEWG’s first Annual Progress Report (APR). 
Stakeholders and regional organisations will also have the opportunity to share their 
views on these issues. In addition, I have also allocated time for delegations to have 
focused discussions on other areas under the OEWG’s mandate, in order to hear 
specific proposals and concrete ideas, with a view to identifying areas of potential 
convergence.  
 
  
 It is my intention to allow interested delegations to present their specific 
proposals or concept papers relating to specific proposals during the informal inter-
sessional meetings. A finalised schedule, taking into account any concept papers that 
may be submitted by Member States, will be circulated in mid-November. It is also 
my intention to prepare guiding questions to help focus the discussions.  
 
 
 I have also prepared a table (attached) reflecting the list of issues to be taken 
up for focused discussions at the fourth and fifth substantive sessions, as agreed by 
consensus in the APR.  I hope this table will be a useful reference document for all 
delegations.   
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  I look forward to the continued active and constructive participation of your 
delegations in the forthcoming informal inter-sessional meetings.   
 
 
 Please accept, Excellency, the assurances of my highest consideration. 
 

 

 
 

Burhan Gafoor 
Chair 

Open-Ended Working Group on 
                  security of and in the use of 

information and 
communications technologies 

2021-2025 
 

 
 
 
All Permanent Representatives and Permanent Observers to the United Nations 
New York 
 
Enclosure:  
 

• Annex A – Preliminary Schedule for Informal Inter-Sessional Meetings in 
December 2022 

• Annex B - Table of Issues for Focused Discussions at the Fourth and Fifth 
Substantive Sessions 



ANNEX A 

Preliminary Schedule for Informal Inter-Sessional Meetings in December 2022 

Monday, 5 Dec 
 

Tuesday, 6 Dec Wednesday, 7 Dec Thursday, 8 Dec  Friday, 9 Dec 

Opening Remarks  
 
Thematic Session:  
POC Directory 
 
1000hrs – 1300hrs 
 

• Briefing by UNODA and 
UNIDIR on preliminary 
findings regarding POC 
directory, followed by 
interactive discussions 
with delegations 

• Delegations to engage in 
focused discussions on 
concrete next steps vis-à-
vis establishment of POC 
directory 

 
1500hrs – 1800hrs 
 

• Delegations to engage in 
focused discussions on 
concrete next steps vis-à-
vis establishment of POC 
directory 

 
Evening 
 
Reception hosted by  
OEWG Chair  
 

Thematic Session:  
Confidence-building Measures 
 
1000hrs – 1300hrs 
 

• Presentation and 
discussion of concept 
paper(s) submitted by 
delegations 

• Responses from 
delegations 

 
1500hrs – 1800hrs 
 

• Statements and proposals 
by stakeholders and 
regional organizations on 
CBMs  

 
 
 
 
 
 
 
 
 
 
 

Thematic Sessions:  
(a) Existing and Potential 
Threats, and (b) Rules, Norms, 
and Principles of Responsible 
State Behaviour 
 
1000hrs – 1300hrs 
 

• Focused discussion on 
topics identified in APR 

 
 
 
Thematic Session: International 
Law 
 
1500hrs – 1800hrs 
 

• Focused discussion on 
topics identified in APR 

Thematic Session:  
Capacity-building 
 
1000hrs – 1300hrs 
 

• Presentation and 
discussion of concept 
paper(s) submitted by 
delegations 

• Responses from 
delegations 

 
1500hrs – 1800hrs 
 

• Focused discussion on 
topics identified in APR 

 
 

Thematic Session:  
Regular Institutional Dialogue 
 
1000hrs – 1300hrs 
 

• Focused discussion to 
further elaborate the 
PoA 

• Discussion on regular 
institutional dialogue 
and on proposals by 
States to facilitate 
regular institutional 
dialogue on security in 
the use of ICTs  

 
 
 
1500hrs – 1800hrs 
 
Free time for 
Consultations amongst 
delegations and/or with 
OEWG Chair 

 



 

ANNEX B 

 

Table of issues for focused discussions at the  
fourth and fifth substantive sessions of the OEWG 

 

 Topics for discussions at the fourth and fifth substantive sessions of 
the OEWG, as reflected in the recommended next steps in the 
Annual Progress Report. 
 

Existing and 
Potential 
Threats 

- “States engage in focused discussions on the existing and potential 
threats identified in paragraphs 8 to 13 at the fourth and fifth sessions of 
the OEWG.” [Existing and Potential Threats: Recommended next steps, 
para 2]  
 

 
Rules, Norms 
and Principles 
of Responsible 
State 
Behaviour 
 
 

- “States continue exchanging views at the OEWG with the aim of 
developing common understandings on, as well as facilitating the 
implementation of, rules, norms and principles of responsible State 
behaviour in the use of ICTs, including on best practices in this regard, 
and discuss the proposals from the non-exhaustive list in paragraph 14 
(e) above, at the fourth and fifth sessions of the OEWG” [Rules, Norms 
and Principles of Responsible State Behaviour: Recommended next 
steps, para 1] 
 

- “Interested States or groups of States are invited to submit, on a voluntary 
basis, working papers to contribute to the development of guidance, 
checklists and to share national views on technical ICT terms along with 
other tools to assist States in developing common understandings on as 
well as facilitating the implementation of rules, norms and principles of 
responsible State behaviour in the use of ICTs. Such working papers 
could facilitate a focused exchange of views at the OEWG.” [Rules, 
Norms and Principles of Responsible State Behaviour: Recommended 
next steps, para 2] 

 
 

International 
Law 
 

- “States engage in focused discussions on topics from the non-exhaustive 
list in paragraph 15(a)-(b) above as well as proposals contained in the 
2021 OEWG report and Chair’s summary, where relevant, at the fourth 
and fifth sessions of the OEWG” [International Law: Recommended next 
steps, para 2] 

 
 



Confidence-
Building 
Measures 
 

- “States agree to establish, building on work already done at the regional 
level, a global, intergovernmental, points of contact directory. At the 
fourth and fifth sessions of the OEWG, States to engage in further 
focused discussions on the development of such a directory, on a 
consensus basis, as well as engage in discussions on initiatives for related 
capacity-building, taking into account available best practices such as 
regional and subregional experiences where appropriate.” [Confidence-
Building Measures: Recommended next steps, para 2] 

 
- “The UN Secretariat is requested to seek views from States on the global 

points of contact directory, which could include views on experiences at 
the regional and subregional levels, and produce a background 
information paper on these views by the end of January 2023 for 
consideration at the fourth session of the OEWG”. [Confidence-Building 
Measures: Recommended next steps, para 3] 

 
- “The OEWG Chair is requested to convene an intersessional meeting 

with States, regional and subregional organizations and interested 
stakeholders as appropriate, including businesses, non-governmental 
organizations and academia, no later than the beginning of the fourth 
session, to discuss topics which could support and foster confidence 
building” [Confidence-Building Measures: Recommended next steps, 
para 4] 

 
Capacity-
building 

- “States engage in focused discussions at the fourth and fifth sessions of 
the OEWG on, inter alia, (a) funding specifically for capacity-building 
efforts on security in the use of ICTs through potential coordination and 
integration with existing development programmes and funds; (b) 
exchanging views and ideas on capacity-building efforts on security in 
the use of ICTs, leveraging on existing initiatives, and (c) best practices 
and lessons learnt on the topic of public-private security in the use of 
ICTs. Experts could be invited to make presentations on these topics to 
facilitate further discussion.” [Capacity-building: Recommended next 
steps, para 2] 

 
Regular 
Institutional 
Dialogue 
 

- “States, at the fourth and fifth sessions of the OEWG, to continue to 
engage in focused discussions within the framework of the OEWG to 
further elaborate the PoA with a view towards its possible establishment 
as a mechanism to advance responsible State behaviour in the use of 
ICTs, which would, inter alia, support the capacities of States in 
implementing commitments in their use of ICTs. At these sessions, States 
will also engage in focused discussions, on the relationship between the 
PoA and the OEWG, and on the scope, content and structure of a PoA.” 
[Regular Institutional Dialogue: Recommended next steps, para 2] 
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