
ANNEX A 

 

NON-EXHAUSTIVE LIST OF GUIDING QUESTIONS: 

OEWG INFORMAL INTER-SESSIONAL MEETING1 

DECEMBER 2022 

 

 

THEMATIC SESSION: GLOBAL POC DIRECTORY 

 

Modalities for dissemination of information 

 

• Will the directory be available via webpage (publicly available webpage or by 

password-protected webpage for States only), by periodic circulation via email or 

through other means of dissemination? What are the advantages and disadvantages of 

each of these modes of dissemination? 

 

POC Information Management and capacity-building  

• How many POCs should each State nominate – for example, distinct nominations for 

the diplomatic and technical levels? How can the nomination of global POCs be 

coordinated with the work of POCs at relevant regional directories and CERT 

organisations to build on already existing channels of communications and to avoid 

duplication? 

 

• What information should be provided for each of these POCs? (e.g. Name, 

title/position, email, phone, preferred UN languages, availability etc.) 

 

• How often should POC information be updated and by what means?  

 

• What measures can be put in place to ensure that the information in the directory is 

accurate and updated? (e.g. periodic “ping” tests conducted by the directory manager) 

 

• How could capacity-building initiatives be utilized to assist States in identifying and 

equipping POCs and also to make use of the global directory? 

 

Policies for Use 

 
1 These questions have been prepared under the sole authority of the Chair as a means to support States in their 
preparations for the informal, inter-sessional meetings without prejudice to other views, proposals and 
suggestions States may wish to raise during the discussions. 



• What policies (if any) shall govern communication between POCs? What lessons or 

models can be drawn from other POC directories such as at the regional level and CERT 

organisations? 

 

• Should there be a distinction between working-level and senior-level POCs? If a 

distinction is made, under what circumstances may senior-level POCs be contacted? 

 

• What policies, protocols and processes (if any) should govern the exchange of 

information among POCs? Can information exchanged be shared with inter alia (a) 

other States, (b) other non-State entities, or (c) made publicly available?  

 

Potential activities for engagement 

• What additional activities could be pursued to leverage the expertise available within 

the POC directory with the view of building on existing regional POC directories and 

CERT-to-CERT arrangements? (e.g. table-top exercises, information exchange 

mechanisms between policy makers and the technical community, incident response 

procedure?)   

 

 

THEMATIC SESSION: CONFIDENCE-BUILDING MEASURES 

• What concrete, specific CBMs are currently in place at the (sub-)regional level in the 

ICT security domain that could be expanded to the global, inter-governmental context? 

 

• Are there concrete, specific CBMs currently in place within other domains in the field 

of international security that could be adapted to the domain of ICT security? 

 

• Recommendation 5 under Section E (Confidence-Building Measures) of the OEWG’s 

first Annual Progress Report (APR) encouraged States to continue, on a voluntary basis, 

to share information through the report of the Secretary-General on developments in 

the field of ICTs in the context of international security, as well as the UNIDIR Cyber 

Policy portal as appropriate. 

 

o What further measures (if any) can be taken by States and/or the OEWG to 

better utilise existing resources and platforms to promote increased confidence 

and transparency between States? 

 

• Are there any concrete, specific initiatives which other interested parties, including 

businesses, non-governmental organizations and academia, could independently 

develop and implement that could contribute to confidence-building between States? 

(e.g. voluntary information sharing initiatives) 

 

 



 

 

THEMATIC SESSION: (A) EXISTING AND POTENTIAL THREATS, AND (B) 

RULES, NORMS AND PRINCIPLES OF RESPOSNIBLE STATE BEHAVIOUR 

 

Existing and Potential Threats 

• Paragraph 11 of the Annual Progress Report refers to new and emerging technologies 

whose properties and characteristics can create “new vectors and vulnerabilities that can 

be exploited for malicious ICT activity”. What are these new and emerging 

technologies and how are they exploited for malicious ICT activity? How can the 

international community collectively develop a deeper understanding of their potential 

risks? 

 

• What concrete, specific initiatives can States and other interested parties undertake 

within the framework of the OEWG to mitigate the impact of new and emerging ICT 

threats on international security?  

 

• Which technical developments have States identified as contributing to emerging and 

potential threats, inter alia those referenced in paragraphs 8 to 13? (e.g. proliferation of 

marketplaces for zero-day exploits, systemic effects of vulnerabilities in widely used 

open-source software). What further measures can be undertaken by States to reduce 

the risk to international security posed by such developments?  

 

• In light of existing and potential threats identified by States, including those referenced 

in the APR, what specific capacities would States require to (a) support implementation 

of the framework for responsible State behaviour in the use of ICTs; and/or (b) develop 

of an adequate security infrastructure to mitigate these threats in ICT security? 

 

Rules, Norms and Principles 

• Are there any suggestions for updates or further elaboration to the non-exhaustive list 

of proposals annexed to the Chair’s Summary in the 2021 OEWG Report, in light of 

further discussions that have taken place within the OEWG since then?  

 

o Which of these proposals ought to be developed further so as to be incorporated 

into future Annual Progress Reports of the OEWG? 

o What can be done to help facilitate a deeper discussion on these proposals so as 

to achieve the potential attainment of consensus on some or all of these?  

 

• Which topics should be most urgently examined in the context of developing guidance 

and/or checklists so as to facilitate developing common understandings on rules, norms 

and principles of responsible State behaviour in the use of ICTs? 

 



• Can and should member states continue to share national views on additional norms 

that could continue to be developed over time, particularly in the context of the evolving 

cyber landscape and ICT security environment? 

 

• What are some of the basic capacities required to implement the framework for 

responsible State behaviour? How can States be supported in the acquisition of those 

capacities? 

 

THEMATIC SESSION: CAPACITY-BUILDING 

• How can the principles of capacity-building in relation to State use of ICTs in the 

context of international security as adopted in the 2021 OEWG report be integrated into 

international and regional capacity-building efforts? 

 

• Are there concrete, specific capacity-building mechanisms currently in use at the (sub) 

regional level in the ICT security domain that could potentially be expanded to the 

global, inter-governmental context? 

 

• Are there concrete, specific capacity-building mechanisms currently in use within other 

UN fora that could potentially be adapted to the ICT security domain? 

 

• Are there existing funding mechanisms that could be leveraged for capacity-building 

in the area of security of and in the use of ICTs? How can the States and the OEWG 

work together with those development programmes and funds to unlock greater 

access to capacity-building for developing countries?  

 

• How can the OEWG best leverage existing capacity-building initiatives in the area of 

security of and in the use of ICTs? What are the potential opportunities for synergy and 

coordination among existing initiatives? Are there gaps that need addressing?  

 

• Are there good practice examples of public-private partnerships on capacity-building 

in the area of security of and in the use of ICTs? Are there lessons that can be gleaned 

from those examples?  

 

• How can States raise awareness of the gender dimensions of security of and in the use 

of ICTs and promote gender-sensitive capacity-building at the policy level as well as in 

the selection and operationalization of relevant projects?  

 

THEMATIC SESSION: INTERNATIONAL LAW 

 

• Which areas of international law and legal issues should States prioritise and how can 

these be examined with a view to moving towards greater convergence?  

 



• What are the existing legal frameworks that may be relevant to the regulation of States’ 

conduct in cyberspace? Are there any gaps in such legal frameworks with regard to the 

regulation of States’ conduct in cyberspace and if so, how should they be addressed?    

• What types of capacities are needed to bolster States’ understandings on how 

international law applies in the use of ICTs? 

 

o How can we increase States' capacity thresholds in these areas, and to this end, 

what resources and institutional support, etc, are needed? 

 

 

THEMATIC SESSION: REGULAR INSTITUTIONAL DIALOGUE 

 

• In considering regular institutional dialogue on the topic of ICT security within the UN, 

what are the key principles that need to be considered in their design? How do we ensure 

that discussions on ICT security at the UN continue in an inclusive manner, with the 

broad participation of all Member States? 

 

• In considering the proposal for a Programme of Action with a view towards its possible 

establishment as a mechanism to advance responsible State behaviour in the use of 

ICTs, how do States understand its relationship with the OEWG? In what specific ways 

can the POA complement the ongoing work of the OEWG? 
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